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DETAILED ACTION 

1 . This action is responsive to communications: application, filed 9/23/2003; 
amendment filed 4/1/2008. 

2. Claims 1,8-11,1 5-25, 27, 29-31 are pending in the case. Claims 2-7, 26, 28 and 
32-70 have been cancelled by the applicant. 

Response to Arguments 

3. Applicant's argument is centered around the new limitation of: "wherein the 
order-based HIP problem utilizes three-dimensional ordering, and a user is given a 
three-dimensional image and asked to identify order of characters from front to back, 
from left to right, and from largest object to smallest object, and wherein size of the 
characters and/or size of shapes and/or objects employed in the three-dimensional 
image is varied, and wherein a sufficient number of visual elements that provide hints of 
correct order and hints of identities of the characters or objects is included in the three- 
dimensional ordering to make the HIP problem solvable by a human" 

However, applicant's argument is moot in view of the new grounds of rejection outlined 
in the next section. 



Application/Control Number: 10/669,545 
Art Unit: 2139 



Pages 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of this title, 
if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said subject matter 
pertains. Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1,8-11,1 5-25, 27, 29-31 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Pinkas (US Patent No. 7,149,899, filed April 25, 2003), in view of 
Mizrah (U.S. Patent Application Publication No. 2004/0225880, filed 5/7/2003), and 
further in view of "Early Learning Grades PreK-2 Education Standards Correlations" 
(hereinafter called PreK-2 Standard) published on the web in 2002. 

5.1 . As per claim 1 , Pinkas is directed to a system that facilitates identifying human 
interaction (abstract) comprising a computer processor executing software components, 
the software components recorded on a computer-readable medium and being 
executed by the computer processor: an access control component that controls access 
to one of a computer-based action and computer-based application (parag. 21-22 
describes an authentication system, which is a form of an access control to computer 
applications); and an identification component that facilitates determining that access is 
initiated by a human (parag. 21, where RTT distinguishes between a human and an 
automated program), the identification component presenting an order-based human 
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interactive proof (HIP) problem to be solved before access is allowed (the pin must be 
identified by the user and returned to the server for authentication. The pin must be 
entered in sequence, and therefore representing a solution to an order-based problem. 
This is clearly shown by Pinkas in, for example, parag 34. Also, paragraph 21 shows a 
human interaction is detected and use of RTT is suggested, and therefore teaching the 
order-based problem being an order-based human interactive proof (HIP)), the order- 
based problem comprising an arrangement of a plurality of objects whereby a user is 
asked to correctly identify at least a subset of the objects as well as to identify them in a 
particular order (the pin is comprised of characters, which are a form of an object, and 
must be recognized and entered in order as described in rejection of claim 1) the order 
being based at least in part upon a set of instructions provided to the user (parag 31 to 
34 indicates that the user must follow instructions to enter the PIN), and the 
identification component communicating with an order-based problem database to 
retrieve order-based problems as needed (As shown in Fig. 1 and associated text, the 
PIN is generated in item 103, which is in communication with the server. Note also that 
paragraph 32 shows that the PIN information is stored in memory). 

Also, Pinkas teaches the order-based problem being a "start to end" HIP wherein a 
user is required to find a path of a consistent type and identify objects such as 
characters along the path (per parag. 24, the characters must be recognized along a 
path from start to end. Pinkas suggests recognizing characters along a path. However, 
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Pinkas does not specifically suggest recognizing a path. Mizrah clearly teaches 
recognizing a path by the user in Figs. 8-12 and associated text. 
Pinkas and Mizrah are analogous art as they are both directed to establishment of a 
secure channel between a user and a server. At the time of invention, it would have 
been obvious to a person skilled in art to incorporate Mizrah's teachings of recognizing 
a path to the system of Pinkas. The motivation to do so is suggested by Pinkas 
paragraph 24, where it suggests mapping the characters in different locations on 
screen, and also use of different patterns that is recognizable by a human). 

Examiner takes the Official Notice that addition of noise to partially obscure the image 
such that recognition is made more difficult was well known in the art, and therefore 
obvious to the one skilled in art. An example is found in US Patent No. 6'195'698 to 
Lillibridge, col. 3 lines 12-17. Therefore, it would have been obvious to improve Pinkas 
in view of Mizrah to include noise to partially obscure the displayed image, and make 
pattern recognition more difficult for machines. 

Also, Pinkas and Mizrah teach the path being a consistent type comprising a subset of 
objects which are connected by a consistent type of connector, the connector being 
selected from a group consisting of any one of arrows, lines, dotted lines, dashed lines, 
and shapes (use of arrows to describe the path is suggested by Mizrah Fig. 9 and 
associated text). 
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Pinkas in view of Mizrali teacli tlie art of using images recognizable by humans for 
authenticating a human being. However, Pinkas in view of Mizrah does not explicitly 
show the use of 3-D images for the same purpose. Therefore, Pinkas in view of Mizrah 
does not explicitly teach the order-based HIP problem utilizing three-dimensional 
ordering, and a user given a three-dimensional image and asked to identify order of 
characters from front to back, from left to right, and from largest object to smallest 
object, and wherein size of the characters and/or size of shapes and/or objects 
employed in the three-dimensional image is varied. 

As indicated by PreK-2 Standard, it is an expected standard that children learn to 
recognize, name, draw, compare, and sort two and three-dimensional shapes. Children 
are expected to investigate and predict the results of putting together and taking apart 
two and three-dimensional shapes (see page 2, section titled Geometry Standard for 
Grades PreK2). Therefore, it was known in the art that humans can recognize three 
dimensional shapes and their associated characteristics, such as size, specific shape, 
and location relative to one another. Pinkas in view of Mizrah teach using human's 
capability to recognize characteristics of the two dimensional shapes to authenticate a 
human. Therefore, it would have been obvious to enhance the method of Pinkas in 
view of Mizrah to use three dimensional shapes, in addition to two dimensional shapes, 
to authenticate a human. The motivation to do so would have been to take advantage 
of more complex characteristics of three dimensional shapes, which makes it more 
difficult for a machine (not a human) to recognize the characteristics; 
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Pinkas in view of Mizrah, and further in view of PreK-2 Standard also teacli providing 
hints of identities of the characters or objects to be included in the three-dimensional 
ordering to make the HIP problem solvable by a human, as shown, for example, in 
Mizrah claim 2. 

Therefore, claim 1 is made obvious by the combination of Pinkas in view of Mizrah, and 
further in view of Mizrah. 

5.2. Limitations of claims 8-1 1 , 15-24 are directed to use and modification of different 
types of shapes and patterns, inclusion of background and foreground noise to partially 
obscure the objects, use of different colors, sizes and other modifications to the image 
to make it recognizable by human and not by a machine, which are well know 
techniques to a person skilled in the art. Barring any unexpected results, all 
modifications and addition of noise included in claims 8-1 1 , 15-24 would have been 
obvious to a person skillful in the art of human interaction detection. 

5.3. Limitations of claims 25, 27, 29-30 are substantially the same as claims 1,8-11, 
15-24 above. 

5.4. As per claim 31 , Pinkas in view of Mizrah, and further in view of PreK-2 Standard 
is directed to the method of claim 30, the acceptable answer being at least one of the 
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following: a correct answer; and an answer consistently received from a percentage of 
users, whereby the percentage exceeds a minimum threshold (a correct answer is an 
acceptable answer in Pinkas). 

Conclusion 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Farid Homayounmehr whose telephone number is (571) 
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272-3739. The examiner can be normally reached on 9 hrs Mon-Fri, off Monday 
biweekly. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kristine Kincaid can be reached on (571 ) 272-4063. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

Farid Homayounmehr 
6/16/2008 

/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 
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